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Abstract	� Under industry 4.0, automated quality inspection, aiming to automatically identify surface defects 
on product, is vital for intelligent manufacturing. In the real-world industrial scenarios, the lack of 
defective samples and the high cost of manual annotation pose significant obstacles to the effective 
application of supervised learning methods. Unsupervised deep learning uses only normal samples to 
train the model, which provides a viable approach. This review surveys unsupervised deep learning-
based methods for industrial image anomaly detection. First, the necessity of unsupervised algorithms 
and the main challenges they face were demonstrated. Existing approaches are classified into five 
categories: reconstruction-based, teacher–student network-based, feature memory repository-
based, generative network-based, and vision–language model-based. For each category, I discuss 
its underlying mechanism, advantages, failure scenarios, and applicable tasks, and further provide 
a comparative analysis among them. Then, common benchmark datasets such as MVTec AD 
and evaluation metrics such as AUROC and PRO were introduced, and the influence of datasets 
and metrics on method evaluation was discussed. Finally, open challenges such as cross-domain 
generalization and real-time constraints were summarized, and future research trends were prospected 
from directions such as multimodal fusion and lightweight deployment.

Keywords	� Industrial Image Anomaly Detection; Unsupervised Deep Learning; Deep Learning; Anomaly Local-
ization; Industrial Inspection

1. Introduction
Industry 4.0 has brought significant changes to manufac-
turing, driving the industry towards more intelligent and 
automated production. In this new environment, quality 
control has become a key part of smart manufacturing. 
Traditional manual inspection is affected by subjective fa-
tigue and inconsistent standards, making it inefficient and 
unreliable. With respect to rule-based methods, they de-
pend on handcrafted features, so their generalization abil-
ity is limited and they struggle to cope with complex and 
changing defect patterns. Therefore, data-driven methods, 
which have achieved breakthroughs in visual tasks with 
the rapid development of deep learning, are gradually 
replacing traditional manual visual checks and rule-based 
methods, becoming the mainstream solution in industrial 
inspection.
However, supervised learning depends on a large number 
of labelled defect samples. In industrial scenarios, defect 
samples are scarce, their types are diverse and unpredict-
able, and pixel-level annotation is extremely costly, which 

limits its application. Unsupervised learning, in contrast, 
trains models only on normal samples. It identifies anom-
alies by recognizing samples that deviate from the normal 
distribution. Since it requires no defect labels, it is cost-ef-
fective and scalable, thereby making it closer to real in-
dustrial needs.
Despite these advantages, unsupervised industrial anom-
aly detection still faces many challenges: defect types are 
highly diverse, and a single model can hardly cover all ab-
normal patterns; variations in lighting, viewpoint and sur-
face texture affect model robustness; high-precision mod-
els are computationally complex and struggle to meet the 
real-time requirements of production lines; and achieving 
pixel-level localization without defect labels is especially 
difficult.
This paper systematically reviews unsupervised deep-
learning-based methods for industrial image anomaly 
detection. Its contributions are as follows: first, exist-
ing methods are classified into five categories: recon-
struction-based, teacher-student network-based, feature 
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memory bank-based, generative network-based, and 
vision-language model-based. Note that the vision-lan-
guage model-based category often involves zero-shot or 
few-shot settings rather than conventional unsupervised 
learning; however, since these methods share the core 
idea of training with only normal samples, they are in-
cluded within the scope of this review. Their mechanisms, 
strengths and failure cases are compared. Second, com-
monly used benchmark datasets and evaluation metrics 
are reviewed. Third, open challenges are summarized and 
future directions are discussed. The rest of the paper is or-
ganized as follows: Section 2 presents the classification of 
methods, Section 3 introduces datasets and metrics, Sec-
tion 4 discusses challenges and future work, and Section 5 
concludes the paper.

2. Methodology
Unsupervised industrial image anomaly detection meth-
ods can be categorized into five technical routes accord-
ing to their core anomaly modelling mechanism. This 
classification is not strictly mutually exclusive. Some 
methods draw on ideas from more than one category, and 
vision-language approaches often involve zero-shot or 
few-shot settings rather than conventional unsupervised 
learning. When that happens, we place a method in the 
category that best reflects its primary mechanism. The fol-
lowing subsections take up each category in turn, covering 
its basic mechanisms, advantages, main failure scenarios, 
and applicable industrial tasks. The section closes with a 
cross-category comparison of the five methods.
2.1 Reconstruction-based Methods
The reconstruction-based approach is one of the earliest 
developed paradigms for anomaly detection. The core idea 
that training a model to learn the underlying distribution 
of normal samples enables the accurate reconstruction 
of normal images is straightforward. During the test, the 
abnormal samples were outside the normal distribution 
range, thus resulting in significant reconstruction errors, 
which can serve as the fundamental basis for identifying 
abnormalities. Typical examples are Autoencoders (AE), 
Variational Autoencoders (VAE), and memory-augment-
ed autoencoders [1-2]. Such methods are intuitive, easy 
to implement and have low training costs, so they are 
often used as baseline approaches. However, their main 
failure scenario is over-generalization. If anomalies are 
semantically similar to normal patterns, the model may 
still reconstruct anomalous regions fairly well, and the 
anomaly is then missed. Therefore, these methods may be 
more suitable for texture defect detection tasks with high 
structural regularity, such as surface inspection of fabric, 
leather, and wood [3].
2.2 Teacher-student Network-based Methods
Knowledge distillation is widely used in teacher-student 

anomaly detection. The basic process is relatively simple. 
First of all, the teacher network conducts pre-training on 
large data sets in order to learn general visual features. Af-
ter the teacher's network is frozen, its output is used as the 
target of training the student network. Students are trained 
in general industrial data and learn to copy teachers' re-
sponses to these samples. In the reasoning stage, abnormal 
samples may cause differences between the outputs of two 
networks, which can then be used to identify and locate 
defects. An important advantage of this method is its high 
detection accuracy, especially its ability to perform pix-
el-level positioning. However, the method also depends 
to a large extent on the teacher's model. If teachers do not 
have enough discrimination ability, students may not be 
able to learn useful feature representations, which may 
lead to reduced detection performance. For this reason, 
this method is applicable to accurate component detection, 
including electronic components and mechanical compo-
nents, of which accurate abnormal positioning is particu-
larly important [4].
2.3 Feature Memory Bank-Based Methods
These methods first extract features from a large number 
of normal samples and store them in the feature memory 
bank. During the detection process, distance measurement 
is used to compare the features of the test sample with the 
stored normal prototypes. Then use the distance to deter-
mine whether the sample is abnormal. PatchCore and its 
variants are representative examples of this method and 
achieve the most advanced detection performance [5]. 
Another advantage is that distance measurement have 
relatively clear geometric meanings, which make the test 
results easier to interpret. However, these methods may 
require a lot of memory and storage, especially when the 
data set is large. Their performance is also affected by 
non-semantic changes in appearance, such as lighting or 
color changes, which may lead to false alarms. In practice, 
they are more suitable for standardized production line 
testing, in which the normal appearance is clearly defined 
and changes are relatively small [6].
2.4 Generative Network-Based Methods
Unlike reconstruction-based methods, which mainly 
rely on autoencoders, generative approaches are built on 
GANs or diffusion models. These models learn the distri-
bution of normal samples and can reconstruct or generate 
normal images. At test time, an anomalous sample is 
often poorly reconstructed, or the discriminator gives an 
abnormal response, so the defect can be identified. Repre-
sentative methods include GANomaly and diffusion-based 
anomaly detection [7]. Such methods offer strong genera-
tive modelling ability and suit scenarios with highly com-
plex normal patterns. However, GAN training is unstable 
and prone to mode collapse, while diffusion models are 
computationally expensive and slow at inference, making 
real-time deployment difficult. They are therefore more 
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suitable for surface inspection with diverse normal pat-
terns and complex defect forms, such as natural textures 
and cast surfaces [8].
2.5 Vision-Language Model-Based Methods
Visual-language model based methods are particularly 
useful when the production line changes rapidly and la-
beled data is scarce. They can exploit large pre-trained 
models like CLIP for cross-modal understanding, which 
enables zero-shot or few-shot anomaly detection. Win-
CLIP and AnomalyGPT are two typical examples [9-10]. 
Text descriptions can also specify the anomaly type, so 
the detection target can be defined during inference and 
anomaly detection with an open vocabulary is supported. 
Deployment is the main obstacle: these models are large 
in size and costly to run, which makes them difficult to 
use on edge devices and largely confines them to the cloud 
or offline analysis [11].
2.6 Cross-category Comparison
Several studies have compared different categories of 
anomaly detection methods. Cui et al. [1] compared mul-
tiple classes of unsupervised algorithms and summarized 
the advantages and disadvantages reported for each class. 
Tao et al. [2] focused on anomaly localization and gave 
quantitative comparisons of the performance of different 
localization methods. Diers and Pigorsch [12] reviewed 
image-based automated quality control methods and 
discussed the practical trade-offs involved in different ap-
proaches. Taken together, these studies suggest that differ-
ent method categories have different trade-offs, rather than 
there being one approach that is dominant across all cases.
Feature memory bank-based methods, such as PatchCore, 
have reported state-of-the-art detection performance on 
benchmark datasets [5]. Generative methods represented 
by GANomaly have also shown competitive detection 
accuracy in some settings [7]. Reconstruction-based meth-
ods are often considered relatively intuitive and easy to 
implement, although their detection accuracy has been 
reported to have certain limitations [1]. Vision-language 
model-based methods have shown strong zero-shot ca-
pability, while their deployment can still be affected by 
factors such as model size and inference cost [9][10]. Tao 
et al. [2] also carried out a separate comparison of local-
ization methods, which can provide a useful reference for 
understanding how different method categories are posi-
tioned in terms of pixel-level localization.
Overall, existing studies indicate that different categories 
have their own strengths as well as different failure sce-
narios. The choice of method is therefore related to the 
specific industrial task, data conditions, and deployment 
constraints. A unified ranking across categories is difficult 
to establish, since the evaluation settings and experimental 
conditions are not necessarily consistent across studies.

3. Datasets and Evaluation Metrics
Comparisons between different methods can be affected 
by the choice of datasets and evaluation metrics. This sec-
tion first introduces the benchmark datasets and evaluation 
metrics commonly used in this field, and then considers 
how these choices influence the evaluation of method per-
formance.
3.1 Public Benchmark Datasets
MVTec AD is currently the most widely used benchmark 
dataset, containing 15 categories of texture and object 
images and serving as the standard evaluation baseline 
for most unsupervised anomaly detection methods [13]. 
MVTec AD 2 is an advanced version that introduces more 
challenging scenarios, such as subtle defects and com-
plex backgrounds [14]. As for real industrial scenarios, 
BTAD can provide real defect images of three industrial 
products, making its evaluation setting closer to actual 
production lines [15]. MSC-AD, then, focuses on casting 
surface defects by multiple scenarios, making it suitable 
for evaluating cross-scenario generalization [16]. In ad-
dition, datasets such as KSDD (steel surface defects) and 
DAGM (textured surface defects) are also widely adopted 
in specific tasks [17-18].
The choice of dataset directly affects conclusions of eval-
uations of methods. Texture-intensive datasets, such as the 
texture categories in MVTec AD, have strong structural 
regularity and are better suited to evaluating reconstruc-
tion-based methods. In contrast, structural datasets, such 
as the object categories in MVTec AD, place higher de-
mands on localization accuracy and are more useful for 
testing teacher-student and memory bank-based methods.
3.2 Evaluation Metrics
For image-level detection, AUROC (Area Under the 
Receiver Operating Characteristic curve) is commonly 
used to evaluate whether a model can distinguish normal 
images from anomalous ones. In this case, an entire im-
age is treated as one sample. The same metric can also be 
used for pixel-level localization, but the unit of evaluation 
changes: each pixel is treated as an individual sample, and 
the resulting AUROC reflects how well anomalous pixels 
can be distinguished from normal ones.
PRO (Per-Region Overlap) is commonly used alongside 
pixel-level AUROC when evaluating localization. Rather 
than evaluating pixels separately, it considers the overlap 
between the predicted anomalous regions and the corre-
sponding ground-truth regions. This makes PRO more 
directly related to the quality of the detected regions. F1-
score, precision, and recall are also frequently included in 
reported results, particularly when performance at a spe-
cific threshold needs to be considered.
The choice of metrics is therefore relevant when com-
paring different methods. Image-level detection and pix-
el-level localization focus on different aspects of anomaly 
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detection, so a single metric does not fully describe both. 
AUROC provides a way to evaluate the separation of nor-
mal and anomalous samples at either the image or pixel 
level, while PRO provides additional information about 
the overlap of anomalous regions. F1-score, precision, 
and recall can further describe the detection results under 
a given threshold.

4. Challenges and Future Directions
The method categories and evaluation metrics discussed 
above show that unsupervised industrial anomaly detec-
tion has a clear advantage: it depends much less on anno-
tation. Even so, it remains far from large-scale industrial 
deployment. These gaps are the main challenges the field 
faces today, and they also point to directions for future re-
search.
4.1 Open Challenges
Section 2 points to four limitations that keep recurring. 
Cross-domain generalization is weak across all method 
categories: models trained on one benchmark often fail on 
new products or production lines. Reconstruction-based 
and generative methods are hit hardest, since they depend 
heavily on the training distribution. Real-time deployment 
runs into computational cost, which is most severe for dif-
fusion-based generative models and vision-language mod-
els. Teacher-student and memory bank methods sit in the 
middle, while reconstruction-based methods are the light-
est. Fine-grained localization also remains difficult, espe-
cially for reconstruction-based and generative methods. 
Teacher-student and memory bank approaches do better, 
but they still need improvement. Evaluation standards, 
meanwhile, are inconsistent: the lack of unified protocols 
and the mixing of image-level and pixel-level metrics af-
fect every category and make fair comparison difficult.
These four issues lead directly to the future directions in 
Section 4.2.
4.2 Future Research Directions
Closing these gaps will require work on several fronts. 
Cross-domain and few-shot learning offer a promising 
start: by drawing on vision-language foundation models 
and meta-learning strategies, it can help models adapt to 
new scenarios. Multimodal fusion points to another direc-
tion: combining RGB, 3D point cloud, and infrared data 
can offset the weaknesses of any single modality in com-
plex defect detection. Interpretability is equally important, 
since industrial users need to conduct root-cause analysis 
and place greater trust in automated decisions. Edge de-
ployment also calls for lightweight solutions, where model 
compression and acceleration are used to reduce inference 
costs. Evaluation itself needs attention: standardized pro-
tocols, unified benchmarks, and metrics would allow dif-
ferent methods to be compared under the same conditions.

5. Conclusion
This paper has reviewed unsupervised deep learning 
methods for industrial image anomaly detection. By 
training only on normal samples, unsupervised learning 
effectively eases a central problem in industrial settings: 
defect samples are scarce and annotation is expensive. 
The methods discussed here fall into five categories—
reconstruction-based, teacher-student network-based, 
feature memory bank-based, generative network-based, 
and vision-language model-based—and each comes with 
its own applicable tasks and failure boundaries. However, 
it should be noted that this classification is not strictly 
mutually exclusive, as some methods draw on ideas from 
more than one category, and vision-language approaches 
often involve zero-shot or few-shot settings rather than 
conventional unsupervised learning. In addition, the ex-
perimental protocols and evaluation metrics used across 
different studies are not always consistent, which makes 
direct cross-paper comparison difficult. That said, true de-
ployment of unsupervised anomaly detection still hinges 
on cross-scenario generalization, reliable pixel-level lo-
calization, keeping computational cost under control, and 
consistency in evaluation protocols. Further work should 
continue to advance cross-domain learning, multimodal 
fusion, and lightweight deployment, so the technology can 
move from benchmark testing to real industrial applica-
tion.
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